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TCP Header — RFC 793
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Source Port Number Destination Port Number
(16 bits) (16 bits)
0 2
Sequence Number
(32 bits)
Z 6
Acknowledgement Number
(32 bits)
8 9
Reserved C/Emm A P RIS F Window Size
4 bits) Wi R Cst syl (16 bits)
( RIN|G| K |H| T |N|N
12 13
TCP Checksum Urgent Pointer, must have the URG flag set (in normal use © )
(16 bits) (16 bits)
16 18

Options
(If any, variable length see if header length > 5 x 4. Padded with 0's to end on a 4 byte boundary)
20if TCP options are set
Data, e.g. HTTP, SMTP, FTP, Telnet
201f no TCP options are set I I
Old TCP Flags (13" Byte Offset) Notes :-
| Reserved [ Urg | Ack | Psh | Rst | Syn | Fin | If the header length has 0x05
N h fl - which is 20 in the real world,
ote on the neW_ ags..- the TCP options are present.
CWR — Congestion Window Reduced Other than the initial SYN all
ECN — Explicit Congestion Notice other communications should
have the ACK flag set.
Reserved If the Urg flag is set the packet
6 bits (4 bits of 12" byte low order , may contain control or
nibble + the Zg)i/%é\)est bits of 13" | Urg | Ack | Psh | Rst | Syn | Fin interrupt characters.
12" Byte Offset 13" Byte Offset
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