«— Min of 20 bytes max of 60 bytes —

Dated 1:01 PM 07/01/2010
IP Header — RFC 791, 1349, 2474 and 3168

0o | 1] 2] 3 4 | 5 |1 6 | 7 | 8] 9 | 10] 12| 12| 13| 14 ] 15 | 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31
IP Version Header Length DS & ECN Fields Total Length
(4 bits) (4 bits) x 4 (8 bits) (16 bits)
2
IP ID or Fragment ID if Fragmented Fragment Offset
(16 bits) (13 bits) x 8
5 6
Time-To-Live (TTL) Protocol Header Checksum
(8 bits) (8 bits) (16 bits)
9 10
Source IP Address
(32 bits)
12 14
Destination IP Address
(32 bits)
16 18
Options (see IP options page)
(If any, variable length, see Header Length. Padded with 0’s to end on a 4 byte boundary (DWord boundary), 40 bytes max length)
20111P options are set I
Next embedded header, noted from IP offset 9, basically it is the IP data but consists of header that is usually higher up the stack
201 no 1P options are set I I
DS & ECN Field (1* Byte Offset) Flags (6" Byte offset)
0 [ 1 | 2 [3 | 4 [5 6 [7 R: Bit 0 is reserved and must be zero
Differentiated Services Codepoint ECN Field DF: Bit 1: Don't fragment bit:
0 May fragment
F t of the Differentiated Services Codepoint Field: ECN Field: 1 Don't fragment
ormat o e Dilterentiate: ervices Ccodepoin lela: 1ela: MF Blt 2: More fragments blt
Pool Codepoi nt space Assi gnnent Policy Bin  Keyword 0 Last fragment
------------------------------------ 1 More fragments
1 xxxxx0 St andards Action 00 Not ECT ( ECN- Capabl e Transport Protocols (9" byte offset)
2 xxxx11 EXP/ LU 01 ECT(1) (ECN-Capable Transport(1))
3 xxxx01 EXP/ LU (*) 10 ECT(2) (ECN-Capabl e Transport(2)) Dec Hex Protocol
11 CE (Congestion Experi enced) 1 01 ICMP
6 06 TCP
(*) may be utilized for future Standards Action allocations as necessary 17 11 UDP

Based on RFCs 791, 1349 (superceded by 2474) and 3168



